Topics to Discuss, version 3
Context:  In the cyber Support to Command and Control (C2) and Situation Awareness (SA) track, we will be investigating:

· Options and trends for C2 and SA

· Cyber support to these trends and desired capabilities, and 
· Analytic support to cyber support issues for SA and C2
Potential Discussion Topics:  

I.  Broad Issues

A.  Scalability and Applicability

1. Domain and Echelon of focus matters for C2 and SA cyber support

2. Scalability:  solutions for one echelon often do not scale well to other echelons

3. Applicability:  Ditto for differences between domains and their specific needs and preferences.

B.  What can we say about analysis of cyber support to C2 and SA?  

1. What are SA and C2 trying to provide the decision-maker?

2. What cyber support can do for SA and C2

3. Analytic issues to address about cyber support

4. Techniques and tools to analyze selected issues

· What are the useful mental models or categorizations to address these four points?

C.  Definitions or Taxonomy:  For example, Latency vs. timeliness:  Latency is an objective measure of delay.  Timeliness is an objective or subjective measure of the time of arrival compared to some threshold, usually a decision threshold.  The thresholds may be hard (any delay past the threshold is of zero value) or soft (the greater the delay past the threshold, the less value the arrival of the information).

D.  Other broad issue topics

II.  C2 and SA provision by Domain

A.  Allegiance


1.  Blue SA (military, civilian)


Coalition SA and classification



2.  Red SA (Blue’s view of Red, and our guess at Red’s view of us)


3.  Neutral SA including NGOs and IGOs



4.  Shifting allegiances SA

5.  Environmental SA
(including human terrain, key actor powerbases, civilian infrastructure—not just physical terrain and weather any more)
B.  Instruments of National Power (DIME and PMESII SA)

(Diplomatic, Information, Military, Economic; Political, Military, Economic, social, information, and infrastructure)

1.  Military instrument of national power
Ground, Air, Sea, Space, SOF

(Space and SOF SA often classified)

2. Information instrument of national power

Intelligence, Strategic Communications, Public Affairs, etc.
(Intel SA often classified)

Competing in the Idea Battlespace—the Conflict of Ideas

Note:  Military often has capabilities in Information Sphere as well

3. Interagency

DHS, including Coast Guard, FEMA, etc.

First responder SA

SA for Mil Spt to civ ops

State Department SA
C.  Timeframes



1.  Snapshot vs. timeline and trend SA




For example, raw data vs. moving averages 


2.  Predictive SA (PBA, RAID, IED examples)

Status vs. intent
Friendly, enemy, and neutral and shifting allegiances

       Intent to shift, belief shift will occur, reliance on shift to occur
3.  Planned vs. actual status comparisons

Whether and when to replan

D.  Other Domain topics

III.  Technical Topics of Analysis of Cyber Support to C2 and SA

A.  Connectivity (GIG, WIN-T) (Warfighter Info Net - Tactical)
1.  Bandwidth matters; trend over time from fixed to mobile nodes 

C2 at the halt vs. while on the move

Ad Hoc mobile networks


How much can you put on a PDA?  Should you put?

B.  Content and Measures (Information, databases, retrieval, predictive content)

1. Bandwidth matters; trend over time to fixed and mobile (stationary and moving) nodes

2. Conventional and asymmetric capabilities and information demands and usage


3. War among the people, human terrain

4. Automatic and manual data collection

5. What are the criteria for success?

C.  Visualization (all kinds, from strategic wall screens to tactical PDAs)

1. Accounting for shifting allegiances

2. War among the people

3. Viewing uncertainty

4. Annotated reality displays

5. Ways to view many interrelated dimensions

6. Displaying data at different levels of security
7. Avoiding Info overload

D.  Security (IA, CIA, etc.) (confidentiality, integrity, availability)
1.  Information assurance (from hostile and non-hostile threats)


Threat definitions and attack trees

Defeating scatterable jammers


Inherent anti-jamming capabilities


“Invisible” network (one the enemy can’t see or see well)
2.  Info CIA (confidentiality, integrity, availability)

Reliance on commercial software and hardware


Reliance on Commercial links

Encryption and Authentication issues

Smart radios and enhanced waveforms


Improved protocols and network management, SOA and IPV6

Policy based defenses

Agent-based defenses

E.  Tools

1. Architecture definition and design

2. Modeling and simulation

3. Test and evaluation, and post fielding data collection and evaluation

4. How do you design the test to ensure the criteria are met?

M&S in support of T&E (State of the art?)

Build test build, model test model…

F.  Other technical topics

IV.  Other Cyber Support to C2 and SA Topics

